Pentest Web
Ul ol (L

114
(3

T

Tinmarino / ‘ T A\


https://www.tinmarino.com

Subfinder Nma FFuF BurpSuite
000000000000 00000 OOOOO0OO0O0OO0O0O0O0O0O00O000000000O0000000 OOO0O0OO0O00O000O000O0000 OO0OO0OO0O0O0O00O000O000O00000000000000000000000

Clase 2: Reconocimiento

N. Clase M1 M2 M3 M4
1 Introduccién Contexto Ciberseguridad HTTP Hacktitud
2 Reconocimiento Subfinder Nmap FFuF BurpSuite
3 Acceso Fundamentos  Criptografia Tecnologia IDOR
4 Incursion CVSS Divulgacion Listas Otros
5 Loégica Negocio Flujo Aritmética Disefio
6  Inyeccion SQL 0S Cédigo Pardmetros
7  informe Equipos Objetivo Metodologia Reporte
8  Conclusion Resumen Reflexiones CVE Futuro
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Clase 2: Reconocimiento

N. Clase Mi M2 M3 M4
1 Introduccién Contexto Ciberseguridad HTTP Hacktitud
[ 2 Reconocimiento Subfinder Nmap FFuF BurpSuite ]
3 Acceso Fundamentos  Criptografia Tecnologia IDOR
4 Incursion CVSS Divulgacion Listas Otros
5 Loégica Negocio Flujo Aritmética Disefio
6  Inyeccion SQL 0S Cédigo Pardmetros
7  informe Equipos Objetivo Metodologia  Reporte
8  Conclusion Resumen Reflexiones CVE Futuro
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Clase 2: Reconocimiento

M  Nombre  Descripcién

1 Subfinder Enumeracién de subdominios
2 Nmap Escaneo de puertos

3 FFuF Fuzzing de pardmetros

4

BurpSuite Herramienta estrella del pentest web
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Médulo 1: Subfinder
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Médulo 1: Subfinder

Nombre Descripcion

Descripcién  Funcionalidad bésica de Subfinder

Fuentes Origenes de la informacién sobre subdominios
Avanzado  Aplicaciones avanzadas de Subfinder

A W N — O

Integracion  Conexion de Subfinder con otras herramientas
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Sesion 1: Descripcion
(Médulo 1: Subfinder)

Tinmarino 7


https://www.tinmarino.com

Subfinder Nma FFuF BurpSuite
000®0000000000000 OOOOO0OO0O0OO0O0O0O0O0O00O000000000O0000000 0000000000000 O000O0000 OO0OO0OO0O0O0O00000000O00000000000000000000000

(Qué es Subfinder?

Subfinder es una herramienta de cédigo abierto implementada en Go y

disefiada para la recoleccion pasiva de subdominios.
Permite a los pentesters descubrir subdominios de un dominio objetivo.

Esto facilita el reconocimiento y la enumeracién de activos en una evaluaciéon
de seguridad.
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Uso de Subfinder

# Install
go install -v
- github.com/projectdiscovery/subfinder/v2/cmd/subfinder@latest

# Help always helps
subfinder -h

# Execute
subfinder -d uc.cl
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Ejemplo de Subfinder con uc.cl

~/Software/Latex/ClassPentestWeb (main) [0] [1118/1149]
$ subfinder -d uc.cl

/. () .
b i ] i N/ /7 /i
G D At GAT T AT Z
/(NSNS S /S

projectdiscovery.io

[INF] Current subfinder version v2.6.8 (outdated)

[INF] Loading provider config from /home/mtourneboeuf/.config/subfinder/provider-config.yaml
[INF] Enumerating subdomains for uc.cl

chovellen.uc.cl

rrhh.adc.dci.uc.cl

politicaspublicas.uc.cl

roble.uc.cl

s10.es.s0¢c.uc.cl

pandora2.ad.uc.cl

biosaga-pregrado.bio.uc.cl

smtp-auth.adc.dci.uc.cl

fapchile.uc.cl

[0] 1:vim- 2:bash* 3:SGPT 4:Dalle mtourneboeuf@martint
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Ejemplo de Subfinder con uc.cl

www.centromanuellarrain.uc.cl [0/1149]
biomedicina.sitios.ing.uc.cl

api.mat.uc.cl

bdrt-hist.uc.cl

duraspace.hh.dca.uc.cl
workflow.ec.adc.dci.uc.cl

www . padrejuc3ext.uc.cl
mail.congresosocial.uc.cl
docupersonal-des.uc.cl

mail.pastoral.uc.cl

alumni.mat.uc.cl

mat1100.mat.uc.cl

thebridge.ing.uc.cl

becas125.uc.cl

fcov.dca.uc.cl
cpanel.online.agronomia.uc.cl
semillero.uc.cl
plataforma.adultomayor.uc.cl
cvirtual2.uc.cl

aceptaprod@l.dci.uc.cl
~/Software/Latex/ClassPentestWeb (main) [0]
$

[0] 1:vim- 2:bash* 3:SGPT 4:Dalle mtourneboeuf@martint
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Sesidn 2: Fuentes
(Médulo 1: Subfinder)
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Fuentes de datos

Subfinder utiliza mdultiples fuentes de datos para la recoleccién de subdominios.

® APIs de servicios de terceros (como VirusTotal, SecurityTrails, etc.)
® Bases de datos publicas
® Herramientas de escaneo de DNS
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Fuentes abiertas

subfinder -1s 2> /dev/null | -v '\*$'
alienvault anubis commoncrawl crtsh digitorus
hackertarget rapiddns sitedossier waybackarchive hudsonrock
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Fuentes con token

subfinder 2> /dev/null | 's/\*$//p" |
s 'N;N;N;s/\n/l| /g'

bevigil binaryedge bufferover 99 censys
certspotter  chaos chinaz dnsdb dnsdumpster
dnsrepo fofa fullhunt github hunter

intelx netlas leakix passivetotal quake
redhuntlabs robtex securitytrails shodan threatbook

virustotal  whoisxmlapi zoomeyeapi facebook  builtwith
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Sesidén 3: Avanzado
(Médulo 1: Subfinder)
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Opciones avanzadas

Subfinder ofrece varias opciones avanzadas que permiten personalizar la

busqueda, tales como:

® -d: Especificar el dominio de entrada.

® -a311: Seleccionar todas las fuentes (lento).

® -—proxy: Utilizar un proxy web.

® —silent: No mostrar la salida en la consola.

® -dL: Especificar un archivo de entrada.

-o: Especificar un archivo de salida.
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Sesion 4: Integracion
(Médulo 1: Subfinder)
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Integracion con otras herramientas

Subfinder se puede integrar facilmente con otras herramientas de
reconocimiento y escaneo, como Nmap y BurpSuite, para proporcionar un

enfoque méas completo en la evaluacién de seguridad.
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Ejemplo de flujo de trabajo

1. Recoleccion de Subdominios: Utilizar Subfinder para obtener una lista
de subdominios de un dominio objetivo.

2. Verificacion de Subdominios: Usar herramientas como Nmap para
escanear los subdominios descubiertos y verificar los servicios en
ejecucion.

3. Analisis de Resultados: Analizar los subdominios y servicios encontrados
con herramienta como BurpSuite para identificar posibles vectores de
ataque.
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Subfinder: conclusién

Subfinder es una herramienta esencial en el arsenal de un pentester.

Facilita la recoleccién de informacién critica sobre subdominios que suelen
pertenecer a la superficie de exposicion del blanco y pueden ser explotados
durante una evaluacion de seguridad.

Su facilidad de uso y capacidad de integracién la convierten en una opcién

popular para la fase de reconocimiento en pruebas de penetraciéon web.

Es el primer paso!
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Médulo 2: Nmap

B nnap -v -55 -0 10.2.2.2

13| Starting nnap ¥, 2 SABETA2S

13} insufficient responses for TCP sequencing (3). 05 dets
'I~ accurate

1

Interesting ports on 19.2.2.7:
|

(Ihe 1539 ports scanned but net shown below are In st,
S1] Port State Service

$: 2ep open s5h
s
Mo exact 05 matches for host

Heap run completed -- 1 |p address
B sihnuke :.l..?.?.?

(1 host up) scanne
-reotpw-"Z10M0101~
/ p Connecting to 10.2.2, 2:55n « s s SUCCESSFul,
4 nuntuug to exploit SSWe1 CRCI2 . successful
‘//f Reset 3
7 { 709

ng root password to “Z10MO101~.
Syiten open: Access Level <9
B ossh 19,27 roat

reotie.2.2.7°s password: ] ACCESS cRA
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Médulo 2: Nmap

Nombre Descripcién
Equipos Identificaciéon de dispositivos activos en una red
Puertos Escaneo de puertos abiertos en los dispositivos

Configuracién Opciones avanzadas de configuracion

A W N — O

Servicios Determinacion de las versiones de las aplicaciones
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Sesion 1: Equipos
(Médulo 2: Nmap)

_190_cctv_sctivity_monitor [ ][B][x]

[reot@mybox ~|# nmap -p 12 --open -3V 197.21).63.30/19
Bmap scan report for alex.peachirees.com tl!?.lu.ﬂ.”)l
wost Is wp (9.914s latency). {
PORT STATE SERVICE VERSION |
11/tcp open ssh OpenSSN 2.1.1 (protocol 1.99) |

Address: AS:AE:AS:6F:8A:5A (Unknown) |

Weap scan report for awilley.peacht .
R g ress.com (197.213.63,
:r‘l‘ STATE SERVICE VERSION
7icp open ssh OpenSSN 5.4 (protocel 2.
PAC Address: 13:AL:4D:66:40:6A tlﬁl":n:)"
I

24
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Nmap base

nmap www.uc.cl

Starting Nmap 7.80 ( https://mmap.org ) at 2025-04-06 12:35 -04
Nmap scan report for www.uc.cl (34.206.41.117)

Host is up (0.13s latency).

Other addresses for www.uc.cl (not scanned): 52.201.177.18

rDNS record for 34.206.41.117:

< ec2-34-206-41-117.compute-1.amazonaws.com

Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 10.42 seconds
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Escanear equipos

nmap results 10.11.12.0/24

Opcién de escaneo  Descripcion

10.11.12.0/24 Rango de red objetivo
-sn Desactiva el escaneo de puertos
-0A result Almacena los resultados en result.*
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Rangos de red

Rango Prefijo  Cantidad
10.11.12.0/24 10.11.12.* 256
10.1.12.0/16  10.11.**  65.536
10.1.12.0/8  10.*x**  16.777.216
10.1.12.0/0  **x*  4.294.967.296
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Escanear lista de equipos

# Archivo de lista
sudo nmap -sn -oA results

# Lista en stdin
sudo nmap -sn -oA results
sudo nmap -sn -oA results

# Rango tipo de Perl
sudo nmap -sn -oA results

# Rango de red
sudo nmap -sn -oA results

Tinmarino

-il. hosts.txt

10.11.12.4 10.11.12.53 10.11.12.88
10.11.12.{4,53,88%}

10.11.12.4-58

10.11.12.0/24
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Sesidn 2: Puertos
(Médulo 2: Nmap)

ogin:19:91:41 on console
we to CRI!
ECOM Ir rncy Controct Metwork 6674
- mgolerand shom tog 443 -
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Escanear puertos

# Puertos principales
sudo nmap www.uc.cl —--top-ports=10

# Puertos especificos
sudo nmap www.uc.cl -p 80,443,800-1000

# Todo los puertos, como -p 0-65536
sudo nmap www.uc.cl —p-—

# Ejemplo real
sudo nmap -vvv --reason ctf.tinmarino.com -T5 -p9000-10000
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Estado de puertos

Estado Descripcion

Open Conexion establecida; puede ser TCP, UDP o SCTP
Closed El puerto estd cerrado; se recibi6 un paquete RST
Filtered No se puede determinar el estado; sin respuesta o error
Unfiltered Accesible, pero no se puede determinar el estado

Open/Filtered  Sin respuesta; puede estar protegido por un firewall

Closed/Filtered Estado indeterminado mediante escaneo IP ID idle
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Ejemplo real

nmap ctf.tinmarino.com vuln
o /tmp/ctf

Nmap scan report for ctf.tinmarino.com (54.226.26.40)
Host is up, received reset ttl 54 (0.13s latency).
rDNS record for 54.226.26.40:

< ec2-54-226-26-40.compute-1.amazonaws.com

Scanned at 2025-04-06 15:11:13 -04 for 60s

Not shown: 998 closed ports

Reason: 998 resets
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Ejemplo real

PORT STATE SERVICE REASON VERSION
9101/tcp open jetdirect? syn-ack ttl 53

| _clamav-exec: ERROR: Script execution failed (use -d to debug)
9103/tcp open jetdirect? syn-ack ttl 53

| _clamav-exec: ERROR: Script execution failed (use -d to debug)
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Ejemplo real

PORT STATE SERVICE REASON VERSION

9141/tcp open http syn-ack ttl 53 Apache httpd 2.4.62
- ((Debian))

| _clamav-exec: ERROR: Script execution failed (use -d to debug)
| http-csrf:

| Spidering limited to: maxdepth=3; maxpagecount=20;
« withinhost=ctf.tinmarino.com
Found the following possible CSRF vulnerabilities:

Form id: form-upload

|
|
I Path: http://ctf.tinmarino.com:9141/challenge.php
|
| Form action: /uploadify/uploadify.php
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Ejemplo real

PORT STATE SERVICE REASON VERSION

9141/tcp open http syn-ack ttl 53 Apache httpd 2.4.62
< ((Debian))

| _http-dombased-xss: Couldn't find any DOM based XSS.
| http-enum:

|  /test.html: Test page

| /info.php: Possible information file
| http-fileupload-exploiter:
I
I

Failed to upload and execute a payload.
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Ejemplo real

PORT STATE SERVICE REASON VERSION

9141/tcp open http syn-ack ttl 53 Apache httpd 2.4.62

< ((Debian))

| _http-jsonp-detection: Couldn't find any JSONP endpoints.

| _http-litespeed-sourcecode-download: Request with null byte did
» not work. This web server might not be vulnerable

| _http-server-header: Apache/2.4.62 (Debian)

| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.
| _http-vuln-cve2017-1001000: ERROR: Script execution failed (use
-+ -d to debug)

| _http-wordpress-users: [Error] Wordpress installation was not
< found. We couldn't find wp-login.php
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Sesion 3: Configuracion
Médulo 2: Nmap)

C:\nmap>ping wwu.13heloved.con
Pinging www.13beloved.con [283.151.145.211]1 w

Request timed out.

lequest timed out.

’ing statistics for 203.151.145.211:
Packets: Sent = 4, Received = @, Lost = 4

sinmaponmap -sT -sl -y -oX ~P@ wuw.13he_

37
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Tipos de escaneos

Para ayuda: nmap o man nmap.

También probar la autocompletacién de Bash mediante <tab>.

# The fastest
nmap -sS -15 -n -Pn ctf.tinmarino.com -p 9141

# All
nmap —A -T5 ctf.tinmarino.com -p 9141
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Importancia del escaneo de puertos

El escaneo de puertos es una técnica esencial en la ciberseguridad que permite
a los profesionales identificar servicios activos y vulnerabilidades en un sistema.

Al igual que un mecanico utiliza herramientas especificas para diagnosticar
problemas, los expertos en seguridad emplean diversas técnicas de escaneo

para evaluar la seguridad de una red.
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Importancia del escaneo de puertos

Con el conocimiento adecuado, los usuarios pueden seleccionar el método de
escaneo mas efectivo para cada situacion, mejorando asi la eficacia de sus
pruebas de penetracion.

Ademas, el escaneo de puertos ayuda a cartografiar la superficie de ataque de

un sistema, permitiendo a los administradores de red fortalecer sus defensas.
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Técnicas de escaneo de puertos

Opcion  Nombre Descripcion

-sS SYN (TCP) Escaneo por defecto, répido y sigiloso.
No completa las conexiones TCP.

T TCP Connect Escaneo por deffacto cuando no hay privilegios.
Establece conexiones TCP completas.

Escaneo de puertos por UDP.

-sU UDP Scan i
Mas lento y complicado que TCP.

Tinmarino 41


https://nmap.org/book/man-port-scanning-techniques.html
https://www.tinmarino.com

Subfinder Nma FFuF BurpSuite
000000000000 00000 OOOOO0O0O0O0OO0O0O00O000000e000000000000 OOOO0O0O0O000O000O00O0O0000 OO00O0OOO0O0O00O000O000O0000000000O0000000000000

Técnicas de escaneo de puertos

Opciéon  Nombre Descripcién
Escaneo de mensajes con el flag TCP ACK.
-sA ACK (TCP)  Cartografia reglas de firewall.
No determina puertos abiertos.
Envia paquetes sin flags

S\ NULL (TCP) . . , )
Util para evadir deteccion.
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Opciones de depuracién

Opcidn Descripcion

-v3 Verbose

-d3 Verbose extremo (Debug)

--packet-trace Muestra las transacciones de red

—--reason Explica la razén de las decisiones automaticas

--min-rate 10000 Envia paquetes rdpidamente

--stats-every=6s Muestra el progreso del escaneo cada 5 segundos
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Opciones Utiles

Opcidn Descripcién

-0A nmap Escribe nmap . gnmap, nmap . nmap y nmap . xml
—=(5 Timing agresivo (5 es el mas alto)
--min-rate 10000 Envia paquetes rapidamente

-n Sin basqueda de DNS inversa

-Pn Sin escaneo de ping

-A All: OS, versiones, scripts y traceroute

-p- Escanea todos los puertos

—--script=default,vulners Usa el script de vulnerabilidades
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Sesidn 4: Servicios
Médulo 2: Nmap)
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Escaneo de servicios

nmap ctf.tinmarino.com 9141

Nmap scan report for ctf.tinmarino.com (54.226.26.40)
Host is up (0.14s latency).

rDNS record for 54.226.26.40:

< ec2-54-226-26-40.compute-1.amazonaws.com

PORT STATE SERVICE VERSION
9141/tcp open http Apache httpd 2.4.62 ((Debian))
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Scripts NSE

Nmap Scripting Engine (NSE) permite crear y utilizar scripts en Lua para

interactuar con servicios.

——script-help=\x*
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Categorias de scripts NSE

Categoria Descripcion

auth Credenciales de autenticacion
broadcast Descubrimiento de hosts

brute Fuerza bruta para iniciar sesi6n
default Scripts predeterminados

discovery  Evaluacién de servicios accesibles
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Categorias de scripts NSE

Categoria Descripcion

dos Verificacion de DoS

exploit Explotaciéon de vulnerabilidades
external Uso de servicios externos

fuzzer Identificaciéon de vulnerabilidades

intrusive Scripts que afectan el sistema
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Categorias de scripts NSE

Categoria Descripcion
malware Deteccién de malware

safe Scripts no intrusivos
version Deteccidon de versiones de servicios
vuln Identificacion de vulnerabilidades
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Nmap recordar

® Ejecutar como root (sudo nmap, ya que Nmap es inteligente y puede
enviar paquetes en bruto como root.

® Realiza un escaneo rapido y uno lento para comenzar a trabajar temprano.

® Cartografiar huéspedes, puertos y firewalls desde su lado (evitar escanear
todos los puertos en todos los huéspedes con -Pn).

® |eer la documentacién (man nmap) ya que la herramienta es potente y la

documentacién muy instructiva.
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Nuclei el hermano menor de Nmap

Nuclei es una herramienta de escaneo de vulnerabilidades.

Utiliza plantillas para detectar problemas de seguridad en aplicaciones web y

servicios.
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Uso basico de Nuclel

nuclei https://www.ejemplo.com
nuclei lista_de_urls.txt resultados.txt

Iniciando Nuclei 2.0 (https://nuclei.projectdiscovery.io) a las
- 2025-04-06 12:35 -04
Informe de escaneo para www.ejemplo.com
Vulnerabilidades encontradas:
- XSS en /pagina
- Inyeccién SQL en /api
Nuclei finalizado: 2 vulnerabilidades encontradas en 5.42
~ segundos
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Nuclei Vs Nmap

Caracteristica Nuclei Nmap

Propésito Escaneo de vulnerabilidades  Escaneo de puertos y servicios
Tipo de Escaneo  Basado en plantillas Independiente

Salida Detalles de vulnerabilidades  Detalles de puertos y servicios
Uso Evaluacion de seguridad Cartografia de red
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Médulo 3: FFuF
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Médulo 3: FFuF

Nombre Descripcién
Rutas Exploracién de caminos de URL
Dominios Ataques de fuerza bruta para subdominios

Parametros Intento y error de variables y valores

A W N — O

Técnicas Métodos para generar diccionarios
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FFuF

FFuF es una herramienta de Fuzzing[l] HTTP para:

Directorios

Archivos y extensiones
VHosts
Nombres de pardmetros

Valores de pardmetros

[1] El Fuzzing es una técnica que envia datos aleatorios a aplicaciones para
detectar vulnerabilidades y errores. (Viene del ingles «fuzzy» que significa

«turbio»)
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Sesidon 1: Rutas
(Médulo 3: FFuF)
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Directorios, archivos, extensiones

ffuf -w list.txt -u http://SERVER_IP:PORT/FUZZ

ffuf -w list.txt -u http://SERVER_IP:PORT/FUZZ \
-recursion \

-e .php
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Sesidon 2: Dominios
(Médulo 3: FFuF)
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Subdominios

ffuf -w ~/SecList/DNS/subdomains:FUZZ -u
- https://FUZZ.tinmarino.com/
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Equipos virtuales y cabeceras

# VHost
ffuf -w list.txt -u http://ctf.tinmarino.com/ \
-H 'HOST: FUZZ.tinmarino.com'

# X-Forwarded-For

ffuf -w cabecera.txt -u http://ctf.tinmarino.com/ \
-H 'FUZZ: c2c.tinmarino.com'

Tinmarino 62


https://www.tinmarino.com

Subfinder Nma FFuF BurpSuite
000000000000 00000 OOOOO0OO0O0OO0O0O0O0O0O00O000000000O0000000 OOO0OO0Oe00000000000 OO00O0OO0O0O0O00000000O0000000000O000O0000000000

Sesidon 3: Pardmetros
(Médulo 3: FFuF)
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Matcher

-mc Match HTTP status codes, or "all" for

- everything. (default: 200-299,301,302,307,401,403,405,500)
-ml Match amount of lines in response

—-mmode Matcher set operator. Either of: and, or
< (default: or)

-mr Match regexp

-ms Match HTTP response size

-mt Match how many milliseconds to the first

~ response byte, either greater or less than. EG: >100 or <100
-mw Match amount of words in response
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Filter

-fc Filter HTTP status codes from response.

- Comma separated list of codes and ranges

-fl Filter by amount of lines in response. Comma
~ separated list of line counts and ranges

-fmode Filter set operator. Either of: and, or

< (default: or)

-fr Filter regexp

-fs Filter HTTP response size. Comma separated

«» list of sizes and ranges

-ft Filter by number of milliseconds to the

~ first response byte, either greater or less than. EG: >100

~ or <100

-fw Filter by amount of words in response. Comma

~ separated list of word counts and ranges
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Combinaciones de listas

ffuf \
-w ~/seclists/../common.txt:FUZZ 1 \
-w ~/seclists/../web-extensions.txt:FUZZ 2 \
-t 200 -rate 10000 \
-u http://ctf.tinmarino.com:9141/FUZZ_1.FUZZ_2
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Solicitud en archivo

ffuf -w list.txt -request reql.txt

Cuidado con el Content-Length
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POST Content-Type

Tipo de Contenido Descripcion
text/plain Texto plano
application/json JSON
application/xml XML
application/x-www-form-urlencoded = Formularios
multipart/form-data Archivos
application/octet-stream Binarios
image/jpeg Imagen JPEG
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Sesidn 4: Técnicas
(Médulo 3: FFuF)
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Generar diccionario localmente

printf "%d\n" {1..1000} # Number

printf 'Ys\n' {A..Z} # Letter upper case

printf 'J%b' $(printf '\\x%x\\xO0A' {32..126}) # Character
printf "%%%02X\n" {0..255} # URL encoding

# Copiar rapido
alias x='xsel --input --clipboard'

git clone --depth=10 https://github.com/danielmiessler/SecLists
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Generar diccionario de la aplicacion

Primero descargar todo el sitio web.

-k -p -r -c https://www.tinmarino.com
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Generar diccionario de la aplicacion

Después utilizar expresiones regulares para obtener rutas en strings.
rg '"([.?/a-z0-9_-1x)""' -r '$1' \

-NoI \

-g '*.{js,html}"' \

index.html js/pro.js \

| sed 'sl|/I\rlg' \

| sort -u \
> /tmp/tin.dic
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Generar diccionario de la aplicacion

Finalmente buscar mas paginas escondidas.

ffuf -w /tmp/tin.dic \
-t 200 -rate 10000 \
-recursion \
~e md,html,pdf \
-u https://www.tinmarino.com/FUZZ
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Descubrir contenido con BurpSuite
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Médulo 4 BurpSuite
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Médulo 4 BurpSuite

Nombre Descripcion
Proxy Interceptor de trafico HTTP
Escéneres Herramientas automaticas para analizar sitios o URL

Herramientas Utilidades de la interfaz gréafica

A W N — O

Extensiones Complementos Utiles
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Sesion 1: Proxy
(Médulo 4: BurpSuite)
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Que es un proxy web?

(Imagen de Raj Chandel)
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Que es un proxy web?

Los proxies web actGian como intermediarios entre el navegador y el servidor,

capturando solicitudes.
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De que sirve un proxy web?

Capturar solicitudes HTTP.

Modificar las solicitudes capturadas.

Enviar solicitudes arbitrarias (fuzz).

Analisar el trafico web.
® Escanear vulnerabilidades en aplicaciones web.

Cartogafiar la arquitectura de aplicaciones web.

Tinmarino 80


https://www.tinmarino.com

Subfinder Nmap FFuF BurpSuite
000000000000 00000 OOOOO0OO0O0OO0O0O0O0O0O00O000000000O0000000 OOO0O0OO0O000000000000 OO0000®00000000000000000000000000000000

Abrir BurpSuite

Burp Suite licensed to Dreamlab sPA S0 8

(® Welcome to Burp Suite Professional. Use the options below to create or open a project n Burp Surte

Professional
() Temporary project in memory
New project on disk Name: = CTFO1|
File: ibreriaCTF/Burp/CTFOL.burp | [ choosefile.. |
© Open existing project Name File Last Accessed
BICE1 Apr 6, 2025
BurpL i earningP. Apr 1, 2025
CyScopel op.. Mar31, 2025
COOPEUCH10 OOP...  Mar31,2025
Entel3 burp Apr 4, 2025
2025-01-21 i ice.burp Mar 26, 2025
L EnTELL Lbuo  Mar19.2025 |
File: || choosefie.. |

@ Trust this project file

@ Pause Automated Tasks

(e E
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Abrir BurpSuite

Burp Suite Professional © 06
(@ select the configuration that you wouid ke to oad for this project. Burp Su|te
Professional
5) Use Burp defaults
Use settings saved with project
O Load from configuration file o
File: | Choose file...
() Default to the above in future
() Disable extensions
Cancel Back
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Abrir el navegador de BurpSuite

o ok crdersonst ©0 6
(@ select the configuration that you wouid ke to oad for this project. Burp Su|te
Professional
5 Use Burp defaults
Use settings saved with project
O Load from configuration file o
File: | Choose file...

() Default to the above in future

() Disable extensions
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Crear un servicio HTTP local

<7php
header ('Content-Type: application/json');
echo json_encode([
'method' => $_SERVER['REQUEST METHOD'],
'headers' => getallheaders(),
'body' => file_get_contents('php://input')
3

php -5 localhost:8000
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Visitar el sitio

® http://localhost:8000
® http://127.0.0.1:8000
® http://[::1:8000
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Usos de BurpSuite

Interceptar solicitudes (Proxy)
Interceptar respuestas (Proxy)
Remplazar texto automaticamente (Proxy / Match and Replace)
Repetir solicitudes (Repeater)

A R

Infiltrarse (Intruder)
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Configuracién del proxy

Bup Project Intruder Repeater View Help Param Miner

Dashboard Target Proxy Repeater Intruder Collaborator Organizer Comparer Sequencer Decoder P Rotate Logger Extensions O Search
Add Custom Header Sensitive Discoverer HTTP Mock  Wsdler
Intercept HTTP history  WebSockets history. Match and replace
Settings S e ox
| search 2] Tools > Proxy Manage global settings
User Project 2 oy .
D GEEY -~ (3 Proxy listeners
{8} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
~ Tools
Proxy Add Running Interface visible Redirect Certificate LS Protacols.
toaer Edit v 127.0.0.1:8080 Per-host Default
Repeater Remove
Sequencer

Burp's browser

Project
Sessions.

> Network Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can import or export this certificate for use in other tools

User interface:

Import / export CA certficate | | Regenerate CA certificate |
> Suite
Al
(® Request interception rules
Extensions
{8} Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
Tinmarino
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Sesidn 2: Scanner
(Médulo 4: BurpSuite)
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Scanners

Para iniciar un escaneo en BurpSuite, tenemos las siguientes opciones:

1. Iniciar un escaneo en una solicitud especifica del Historial del Proxy.
2. Iniciar un nuevo escaneo en un conjunto de objetivos.
3. Iniciar un escaneo en elementos dentro del alcance.

89

Tinmarino


https://www.tinmarino.com

Subfinder Nma FFuF BurpSuite
000000000000 00000 OOOOOO0OO0O0OO0O0O0O0O0O00O000000000O0000000 OOOO0O0O0O000O000O000O0000 OO0OO0OO0O0O0O0000000e00000000000000000000000

Escaneo de endpoint

Burp  Project Intruder Repeater View Help

Dashboard Target Proxy Repeater Comparer 0 search {8} Settings
Sequencer Decoder 1P Rotate Logger
Intercept HTTP history WebSockets history M\‘ Do active scan gs
Y Filter settings: Hiding CSS, image and general binary content \ Send to Intruder Ctrl+l @
|
cul+R
v Host Method URL Sendioieneatel R hius cod Time Length 1P
30 hitp://127.0.0.1:8000 GET  /pon Send to Sequencer 17:51:34 6 Apr 2025 127.00.1
28 http://127.0.0.1:8000 GET  /pon Send to Comparer 17:51:16 6 Apr 2025 127.00.1
26 htp://localhost:8000 GET  /pon 17:50:55 6 Apr 2025 127.0.0.1
25 http://[::1]:8000 GET /favi Send to Decoder [ 17:50:48 6 Apr 2025 705 0:0:0:0:0:
24 http://[::1]:8000 GET /pONC g1 10 Organizer cuo i 17:50:48 6 Apr 2025 849 0:0:0:0:0:
23 htp:/flocalhost:8000 GET /pong‘ 17:49:27 6 Apr 2025 127.0.0.1
7 it /flocalhost-B000 GFT _/nond  Show response in browser 17-48-30 6 Anr 2025 127001
Record an issue >
n=a=
Request Request in browser > &
Pretty Raw Hex ® 5 Extensions > fex 5w = =
T b
1 GET /pong.php HTTP/1.1 Engagement tools > 0K 2
2 Host: [::1]:8000 - culc 8000 g
3 sec-ch-ua: "Not:A-Brand"; — 5 Apr 2025 21:50:48 GMT
Chromium"; 134 . close
4 sec-ch-ua-mobile: ?70 Copy as curl command (bash) : PHP/8.1.2-1lubuntu2.260 B
5 sec-ch-ua-platform: "Linux" Copy to file : application/json
=
6 Accept-Language: en-US,en; 9 ) g
B P = - Save item 2
B R &
@ &€ [> [ search L] o Comertselection arch £ onighights
cut crkex
Eventlog (12)® Al 4)® P
vent log (12) issues (4) - e ® Memory: 333.1MB W v
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Escaneo de endpoint

Newscan o6 &
<) Scan type
Scan type Select the type of scan you'd like to run.
et Crawl and audit Crawl
&) Maps the attack surface and identifies @) Maps the attack surface of the web application
@ vulnerabilties. Scans the web application and any and any detected APIs
detected APIs
Scan
configuration
)
Resource APl-only scan Audit selected items
pool
o Offers additional configuration options Identifies vulnerabiliies in the selected items
® Cancel [ ¢ Previous Next >
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Escaneo de endpoint

iruder  Repeater View  Help  Param Miner
Target Proxy Repeater Intruder Collaborator Organizer Comparer Sequencer Decoder O Search {8) Settings.
gger  Extensions
Tasks
4 6. Auditof ::1 ¢ Rate this scan ® ® 06
® 80 Summary  Audtiems  ssues  Eventlog  Logger  Auditlog
Y Fiter v 2|
A\ Most serious vulnerabilties found (iive) View al 4 Task configuration
- | Task type: Audit
6 Auditol:l @ i IS upe e e
@ Cross-site scrpting (refected)  hip/[[-1J8000  19:13:44 6 Apr 2 Scopss *
Qe oorhguRton @ Cross-site scripiing (reflected)  htp//[-118000  10:13:46 6 Apr2.. Configuration:  Default configuration
@ input retumed in response (refle...  hup//[118000  19:1344 6 Apr 2.
@ Audiing @ input fle. 113466 Apr 2.
o @ o @& @ Input retumed in response (refle...  hup/[:1}8000 1913148 6 Apr 2 & Task progress
] | @ Referer-dependent response hitp:/if;:1]:8000 10:13:50 6 Apr 2...
© spoofable client 1P address hitp://[::1:8000 19113150 6 Apr 2. Total audit items: 1
@ User agent-dependent response  hitpi/[::1]:8000 19:13:50 6 Apr 2., Audit items pending: 0
2 Lveauditf.. @ Audititems in progress: 1
‘Audit chiecks - passive Audit items completed: 0
capurng @
@ o ®a
A Factlon
Eventlog (13)®  Allissues (12) ® © Memory: 333.7MB. ¥ v
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Escaneo de sitios

Bup  Proje ter View Help Param Miner
Dashboard Target Proxy Repeater Intruder Collaborator Organizer Comparer Sequencer Decoder 0 search {8} settings
ensions.
stemap | Scope Issue defintions
!
URLview  Craw paths view 'V Site map fitter: Hiding not found items; hiding CSS, image and general binary content; hidiing 4xx responses; hiding empty folders @

> W hup:/94.237.50.202:48416

Contents
> hitp:/94.237.55.234:52003
| B > @ Cross-site scif
Host Method | URL Params Length  MIMEtype  Tite ol 5 @ inoutreined b
— 8000 GET @ Referer-depenc
8000 GET  /pong.php 849 JSON @ Spoofable clien

@ user agent-dep
Remove from scope

Scan

Passively scan this host
Add to task: 6. Default configuration

Actively scan this host

Extensions > w=m
it Response & ™ advsory
Engagement tools > B,
Raw Hex ® B n = =
Compare site maps s
) ! | 4 HTTP/1.1 % P nenciypty
Expand branch t: [::1]:8000 g
Expand requested items ept-Encoding: gzip, Severity: Lo
1 b Confidence: ~ Ce
Delete host ate, br URL: i
2 oxgx
Copy URLS in this host ept: */: 8
ept-Language: i
Copy links in this host US;q=0.9,en;q=0.8 z Issue descriptiol
Save selected items. r-Agent: Mozilla/5.0 (X11; 3 ‘The application al
suitably positionet
Issues > ‘(_ B8 0 highights their interactions \
4 Curtharmora. an £

View >
@ Memory: 371.9M8

Show new site map window ‘

Eventlog (1
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Escaneo de sitios

Newscan 2@ &
29) Scan type
Scan type Select the type of scan you'd like to run.
Standetalls Crawl and audit Crawl
Maps the attack surface and identifies vulnerabilies. O Maps the attack surface of the web application and any
@ Scans the web application and any detected APIs detected APIs
Scan
configuration
)
Application API-only scan Audit selected items
login
(®) Offers additional configuration options O Identifies vulnerabilties in the selected items
€]
Resource
pool

* Al enhancements
Choose Al-powered features to enhance your scan. Note that these features require Al credits.

() Name Description Type

® caa ) (s ) (s ) (D
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Escaneo de sitios

Newscan B ox
Scan type Use a preset scan mode (O Use a custom configuration
Scan details
® Lightweight DD Fast
o) O Gain fast feedback on a site's security - for when More thorough than a Lightweight scan, but still
speed is a priority. Lightweight mode will complete biased towards speed. Fast scans will generally
sﬁ“" 3 within 15 minutes. complete within one hour.
)
Application
login
© d; Balanced < Deep
Resource
gl O Provides a balance between coverage and speed. O Achieve greater coverage and gain a better
‘You will typically see the results of a Balanced scan understanding of a site's security posture. Scanning
within a few hours. time depends heavily on the target site’s size and

complexity.

(0 Remember my choice for future scans

® el | (e ) [ vers ) (N
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Bup

> 8 hpin27001
> M hupiie4 237 50.202:48416
> M hapie4.237.85 23452003

apis.
api94.237.61.133 49042
o

> B hapio4 257.63.165:41298
> @ haps:1}8000

> @ hapiacademy 1o

> @ hupi2 gravatar com

> @ hupiischemas microsot.com
> @ hups:ideveoper mazle o
> @ hupiiarchpelago pvasewise — "
> @ hapifpuion

> @ hupsiapi o

> @ hpiswog

> @ hupihwmud oy

> @ hapiwellomedueb org

> @ hupsiwordpress.org

Eventlog 20)®  Alissues (5 ®

Tinmarino

BurpSuite

Vulnerabilidad encontrada

View Help _ param Mner

Repenier  ander  Caibouor O Corpersr_Seqenmr_Deooder P lopge_ Baeron
Contents Sowen »
Host Method  URL Params  Length  MIME type | Tile. Notes. ‘Status code
T sass e 0
MO TGII GET ek prooziouns I8 MM Cosomer Supon . 0
IAZTEI135. GET  fndecphpkommensh Py 0
IRAZSTe1ss GET  ndec ey 0
N340 51155. GET  fodex o o et b
NG GET i eamenamest
e

pI94 237 61133, GET

Request
Pty Raw b nE v =
GET / HTTP/1.1

Host: 94.237.61.133:49042
Accept-Language: en-US, e
Upgrade-Insecure-Requests:

User-Agent: Mozilla/5.0 (X11; Linux
x86_64) AppleWebKit/537.36 (KHTHL, like
Gecko) Chrome/134.0.0.0 Safari/537.36
Accept

text/html, application/xhtml+xml, applicati

on/xml; age/avif, inage/vebp, inage/
apng, */*;4=0.8, application/signed-exchang
e;v=b3

7 Accept-Encoding: gzip, deflate, br

8 Connection: keep-alive

9

10

@B (=m B onangns

W=
Response
Prety  Raw  Hec  Render w =
1 HTTP/1.1 200 0K
2 Date: Sun, 86 Apr 2025 23:18:40 GHT
3 Server‘ Apache/2.4.41 (Ubuntu)
4

<nup 1194 237 s] 133: 49042/)ndex php/wp-
json/>; rel 5://api.w.or
Vary: Accept- En:oqu

Content-Type: text/html; charset=UTF-§

11 <!doctype Mmb

TF -8

15 <meta name="viewport" content="
width=device-width, initial-scale=!
7>

L <ite
O@RB (wua 5)  onoens

Jowadsul

SN ®

D Search @ Setngs

(C]

Tesues
> @ Cross-ongn resource sharng: arbirary orgn

LU
W Cioss-orgn resource Shamg 1]
& i reumodin resore mmeax
Cross-domain Refeer ek
> @ Framt espse e ki) 1

disory Request Response

Painto msue
@ 0S command injection

Severts High

Confdence:  Firm

R NGp194 237 61.135:490420devools.

sue detail

The Ip pramete appears t be verabl to OS

possile 0 use e pipe character () o fect i

ouput the applcaton's responses.

The payioad Jecho Brwdrotkgs wehdsLiwcilfa

BT Jecho Brworotkgs uxhBLiwcilla  was subr

appicaton’ resporse appears to contai the output

indcatng that the conmand was executed

[ny——

Operating system command necon winerabities

incorporats user-controlaie data o a command
metachar

Commands that i b executed by the server

05 command recton winerabiltes are usuay ver

© Memory 43328 wlv
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Escaneo pasivo

8w
Bup Project Inuder Repeater View Help  Param Miner
Dashboard Target Proxy Repeater Intruder Callaborator Organizer Comparer Sequencer Decoder 0 search & Settings
PRoate  Logger  Extensions
Intercept HTTP history WebSockets history Match and replace 8 Proxy settings
W Filter setiings: Hiding CSS, image and general binary content ®
v Host wum. MIME ty Status cod Time ‘.anvp Cookies
21 p:/ GET _ /pang.php
L3 hipi/focahost:5000 SET /pong.php. 5 Apr 2025
17 hitp:/ocalhost:8000 GET  /pong.php 17:47:28 6 Apr 2025 127.00.1
15 hitp:iocalhost:B000 GET /pong.php 17:47:20 6 Apr 2025 127.00.1
& Allissues  alissues found by the scanner @ X
W Fiter v ‘Search 2 i
‘ Issue type } Host Advisory Request Response
@ Unencrypted communications Mip/94.237 50.202:48416 PSSt
@ unencrypted communications hp:/::1):8000
18:32:49 6 Apr 2025 @ unencrypted communications 1t1p:/94.237.55.234:52003 @ Input returned in response (reflect
18:35:50 6 Apr 2025 @ Unencrypted communications. hitp://94.237.63.165:41298
@ ht
3 Severiy: Information
| 19:13:46 6 Apr 2025 @ input rewmed in response (reflected) hitp://[::1}:8000 oo Keaes )
1913486 Apr2025 Task6 @ Input retumed in response (reflected) hi U hitp://1:11:8000/pang. php
19:13:44 6 Apr 2025 Task 6 Cross-site scripting (ceflected)
19:13:46 6 Apr 2025 Task 6 Cross-site scripting (reflected) fssue detalf
19:21:51 6 Apr 2025 Task 7 Cross-domain Referer leakage hitp://94.237.61.133:49042
18:36:01 6 Apr 2025 Task2 Cookie without HupOnly flag set hitp://94,237,63.165:41298 ‘The value of the User-Agent HTTP header is co
1732126 Apr 2025 Task2 Content type is not specified hitp://94.237,50.202:48416
17:32:03 6 Apr 2025 Task 2 Content security poficy: allows clickiacking htp://94.237.50.202:48416

fesia baokecnund

Eventlog (19)®  Allissues. @® Memory: 3865.0MB. I
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Bup

> 8 hpin27001
> M hupiie4 237 50.202:48416
> M hapie4.237.85 23452003

apis.
api94.237.61.133 49042
o

> B hapio4 257.63.165:41298
> @ haps:1}8000

> @ hapiacademy 1o

> @ hupi2 gravatar com

> @ hupiischemas microsot.com
> @ hups:ideveoper mazle o
> @ hupiiarchpelago pvasewise — "
> @ hapifpuion

> @ hupsiapi o

> @ hpiswog

> @ hupihwmud oy

> @ hapiwellomedueb org

> @ hupsiwordpress.org

Eventlog 20)®  Alissues (5 ®

Tinmarino

BurpSuite

Vulnerabilidad encontrada

View Help _ param Mner

Repenier  ander  Caibouor O Corpersr_Seqenmr_Deooder P lopge_ Baeron
Contents Sowen »
Host Method  URL Params  Length  MIME type | Tile. Notes. ‘Status code
T sass e 0
MO TGII GET ek prooziouns I8 MM Cosomer Supon . 0
IAZTEI135. GET  fndecphpkommensh Py 0
IRAZSTe1ss GET  ndec ey 0
N340 51155. GET  fodex o o et b
NG GET i eamenamest
e

pI94 237 61133, GET

Request
Pty Raw b nE v =
GET / HTTP/1.1

Host: 94.237.61.133:49042
Accept-Language: en-US, e
Upgrade-Insecure-Requests:

User-Agent: Mozilla/5.0 (X11; Linux
x86_64) AppleWebKit/537.36 (KHTHL, like
Gecko) Chrome/134.0.0.0 Safari/537.36
Accept

text/html, application/xhtml+xml, applicati

on/xml; age/avif, inage/vebp, inage/
apng, */*;4=0.8, application/signed-exchang
e;v=b3

7 Accept-Encoding: gzip, deflate, br

8 Connection: keep-alive

9

10

@B (=m B onangns

W=
Response
Prety  Raw  Hec  Render w =
1 HTTP/1.1 200 0K
2 Date: Sun, 86 Apr 2025 23:18:40 GHT
3 Server‘ Apache/2.4.41 (Ubuntu)
4

<nup 1194 237 s] 133: 49042/)ndex php/wp-
json/>; rel 5://api.w.or
Vary: Accept- En:oqu

Content-Type: text/html; charset=UTF-§

11 <!doctype Mmb

TF -8

15 <meta name="viewport" content="
width=device-width, initial-scale=!
7>

L <ite
O@RB (wua 5)  onoens

Jowadsul

SN ®

D Search @ Setngs

(C]

Tesues
> @ Cross-ongn resource sharng: arbirary orgn

LU
W Cioss-orgn resource Shamg 1]
& i reumodin resore mmeax
Cross-domain Refeer ek
> @ Framt espse e ki) 1

disory Request Response

Painto msue
@ 0S command injection

Severts High

Confdence:  Firm

R NGp194 237 61.135:490420devools.

sue detail

The Ip pramete appears t be verabl to OS

possile 0 use e pipe character () o fect i

ouput the applcaton's responses.

The payioad Jecho Brwdrotkgs wehdsLiwcilfa

BT Jecho Brworotkgs uxhBLiwcilla  was subr

appicaton’ resporse appears to contai the output

indcatng that the conmand was executed

[ny——

Operating system command necon winerabities

incorporats user-controlaie data o a command
metachar

Commands that i b executed by the server

05 command recton winerabiltes are usuay ver

© Memory 43328 wlv
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Reproducir vulnerabilidad

Advisory Request Response Path to issue
© 0S command injection +¢ Explore issue ©
Severity: High
Confidence: Firm
URL: http://94.237.61.133:49042/devtools/ping.php
Issue detail

The ip parameter appears to be vulnerable to OS command injection attacks. It is possible to use the pipe
character (]) to inject arbitrary OS commands and retrieve the output in the application's responses.

The payload |echo iwcl|ja # |echo iwcl||a #]" Jecho G
uxh46liwcl||a # was submmed in the ip parameter. The application’s response appears to contain the output
from the injected command, indicating that the command was executed.

Issue background

Operating system command injection vulnerabilities arise when an lication i user-

data into a command that is processed by a shell command interpreter. If the user data is not strictly
validated, an attacker can use shell metacharacters to modify the command that is executed, and inject
arbitrary further commands that will be executed by the server.

0S command injection vulnerabilities are usually very serious and may lead to compromise of the server
hosting the lication, or of the lication's own data and ionality. It may also be possible to use the
server as a platform for attacks against other systems. The exact potential for exploitation depends upon the
security context in which the command is executed, and the privileges that this context has regarding sensitive
resources on the server.
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Reproducir vulnerabilidad

Advisory Request Response Path to issue

Pretty Raw Hex R B 0 = a

1 BET /devtools/ping.php?ip= _
127.0.0.1%7cecho%208rwOrotkgs%20uxh461iwc1%7c%7ca%20%23"'%20 2
%s7cecho%208rwOrotkgs%20uxh461iwcl%7c%7ca%20%23%7c%22%20%7 ce E
ch0%208rwdrotkgs%20uxh461iwc1%7c%7ca%20%23 HTTP/1.1 g

2 Host: 94.237.61.133:49042
3 Accept-Encoding: gzip, deflate, br
4 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,image
/avif, image/webp,image/apng, */*;q=0.8,application/signed-ex
change;v=b3;q=0.7

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0
Safari/537.36

Connection: close

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Referer:
http://94.237.61.133:49042/index.php/2621/08/11/customer-su
pport/

o »

=
(SR

@ @& (€| [2]) [search O] 1highiight
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Reproducir vulnerabilidad

Advisory Request Response Path 1o issue
Pretty Raw Hex Render RE wn = 2
1 HTTP/1.1 200 0K _
2 Date: Sun, 06 Apr 2025 23:23:13 GMT =
3 Server: Apache/2.4.41 (Ubuntu) ]
4 Vary: Accept-Encoding g
5 Content-Length: 145
6 Connection: close
7 Content-Type: text/html; charset=UTF-8
8
9| <!DOCTYPE html>
10
11 <html lang="en">
12
13 <head>
14 <meta charset="UTF-8">
15 <title>

Ping

</title>

16 </head>
17
18 <body>
19 8rwdrotkgs uxh46liwcl
20 </body>
21
22 </html>
@ & (€] [3] [search £ 1righight
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Tinmarino

BurpSuite

Reproducir vulnerabilidad

Gup P e Repessr Ve b Para ier
Dashboard Target Prowy. Repeater Imuder Collaborator Organizer Comparer Sequencer Decoder WP Rotte Logger Extensions. P search @ Semngs
o) $A b i) + o

o e <5

Targe: epusazz s 1TA0R2 (| TP (D)

W ow
Roquest Response
Prety  Raw  Hex R E W= | ey A M Rener LI
1 GET /d!"nnii‘]inl phpip= 1 HTTP/1.1 260 OK
127.0.6.1%74cat%20/flag. txt lluthEhw(1&7(‘;7(6“&2"’&23"bZﬂ’ﬂce(hn‘nZU@ 2 Date: Sun, 06 Apr 2025 23:32:45 GMT
rotkgg200xnanTIw B Egg‘szﬂn 3 Server: Apache/2.4.41 (Ubuntu)
B1IwcIN7cA7ca%20%23 HTTP/1.1 4 Vary: Accept-Encoding
2 Host: 94.237.61.133:49042 5 Content-Length: 156
3 Accept-Encoding: gzip, deflate, br 6 Connection: close
4 Accept: 7 Content-Type: text/htwl; charset=UTF-8
text/html, appl. +xml, appl: i g . image 8
/webp, ge/apng, */*;q=0.8,appl signec 19=0.7 9 <!DOCTYPE html>
5 Accept-Language: en-US;q=0.9,en;q=0.8 10
6 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTHL, 11 <html lan >
like Gecko) Chrome/134.8.0.0 Safari/537.36 12
7 Connection: close 13 <head>
8 Cache-Control: max-age=0 14 <meta charset="UTF-8">
9 Upgrade-Insecure-Requests: 1 15 <title>
10 Referer: Ping
http://94.237.61.133: 49042/)?\19)1 nhn/znzl/nﬂlll/:ustnuer support/ </title>
="134", “Not=A?Brand";v="8" 16 </head>
17
18 <hbdy>
19 HTB(Sc4nn3rs_flnd_vulns_w3_m155}
14 Content-Length: 0 20 </pody>
15 21
16 22 </html>
X zmace | @@ @B (G B ooses

347 bytes | 209 s

saaadsu|

SN B

suomRURIdS Q)
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Reproducir vulnerabilidad

Advisory Request Response Path to issue

i Path to location of Request

Step | Action Destination URL

1 Requested http://94.237.61.133:49042/ http://94.237.61.133:49042/

2 Clicked "Customer Support” http://94.237.61.133:49042/index.php/2021/08/11/
3 Clicked “/ping.php?ip=127.0.0.1" http://94.237.61.133:49042/devtools/ping.php?ip=1
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Reflexidon final sobre escaneres

No olvidar detener los escaneos automaticos!
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Sesidn 3: Herramientas
(Médulo 4: BurpSuite)
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Usos avanzados de BurpSuite

1. Collaborator
2. Organizer
3. Comeprarer
4. Search

5. Crawler

6. Scanner
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Herramientas que permiten proxy

proxychains curl http://www.tinmarino.com:9001 # sudo vim
o /etc/proxychains.conf

nmap —-proxies http://127.0.0.1:8080 www.tinmarino.com -pPORT
» —Pn -sC

msfconsole # set PROXIES HTTP:127.0.0.1:8080
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Sesidn 4: Extensiones
(Médulo 4: BurpSuite)
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Bapp Store: Instalar extensiones

Burp  Project Intruder Repeater View Help  Param Miner
Dashboard Target Proxy. Repeater Collaborator Organizer Comparer O sSearch {8} Settings
Sequencer Decoder IP Rotate Logger Add Custom Header Sensitive Discoverer
HTTP Moct Wsdic
Installed BApp Store APIS BChecks Bambda library {8} Extensions settings
4 Totl estimated system impact:  Medium
BApp Store ®
The BApp Store contains Burp extensions that have been written by users of Burp Stite, to extend Burp's capabilies e 3
Name Installed  Rating  Popul.. v |Lastupdated | Systemimpact Detail
IP Rotate
IP Rotate v Fokkokfr———— 21Feb2022  Low
This extension allows you to easily Spir
multiple regions. All the Burp Suite traff
Touted through the API Gateway endpo.
diferent on each request. (There is ac
this is pretty low and the more regions !
“This is useful to bypass different kinds
protection that blocks based on IP, API
WAF blocking based on IP etc.
For more information see Bypassing IP
Estimated system impact
| Refreshiist | | Manualinstall...
Eventlog (12) ®  Allissues (4) ® ® Memory: 287.0MB W v
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lp Rotate

Burp Sulte S e ox
Burp Project Intruder Repeater View Help  Param Miner
Dashboard Target Proxy Repeater Intruder Collaborator Organizer O Search {8} Settings
Comparer Sequencer Decoder 1P Rotate Logger Extensions Add Custom Header
Sensitive Discoverer HTTP Mock Wsdler

Access Key: ‘ AKIA3UBR76VAPF22CCHI

Target host: | ctf.tinmarino.com

[ savekeys | Enae | Disable |
Target Protocol:

) HrTP
@® uTTPS
Regions to launch API Gateways in:
W us-east-1 [ us-west-1 M us-east-2
[ us-west-2 [Jeucenralr [ ] eu-west-1
[ ev-west-2 [ eu-west-3 [ sa-east-1
[ eu-north-1

Eventlog (12) ®  Allissues (4) ® ® Memory: 287.0MB W v
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JS Miner

View bl Param Minar

Bup Project inouder  Repo

Tinmarino

Owmibowd  Tage _ Poy  Aeewer  wwkr  Cobowor  Ovewsr  Coawr  Semewer  Owodw  PRome  lojer G

et ATTPhGioy  WebSocksstutoy  Machasdrplace (@) Proay senigs

7 it sotiogs: i g o everal oy cortent

v [hosr Metod VAL MIME tpe St Tme ot conies

[ e g ' ‘w0 W S
P p——— GET o WML 00 0121l 1Az 4se feeean
sost ot 204 o013 AN IS 28 122500102

Request Responss == napector ™

e e > RE NS ey ww e e B0 = | st ® -

1 POST /execy ~ Oopusiescn 1 HTTP/1.1 200 0K

2 D0 actv sean 2 Date: Mon, 14 Apr 2025 14:12:35 Rouest body paameters ® v

3 Send t fiuder caie 3 Server: Apache/2.4.62 (Dehian)

4 ) 4 X-Powered-By: PHP/ [rep— @ -

5 i AL T ) 5 Vary: Accept-Encoding
AppleNebKit  Sond o Sequencer cko) 6 Content-Length: 991 Respone tonirs B v
Chrome/135.  sundio Comparer 7 Keep-Alive: timeout=5, max=100 Z

6 Content-Typ rm-urlencoded & Connection: Keep-Alive g

7 Rocepts mpy| SO g Content-Type: text/html; charset=UTF-8

§ Origin: htt|  SewwOmmer 103 10

9 Referer: ht  sowrsomenbower 9103/ 1

10 Accept-Enco 5 12 const ctx =

11 Connection: documant gatt SealocChactlgetContext ("2

55 Rt o o > ")

13 code= enesions 3 coyessmmscrpdaes 3 const salesData =
somaonNz o[ , (12008, 15000, 18000, 20000, 22000, 25000, 23400, 24000, 26
eringloAi20 S
20%20%2040  Cor ciec 25 Mier >
ex20data.ph  copy v Param anor >i| e passive scans Abril®, “Mayg*, “Junio®,

i oy o command ) wsoL wiard > r ,“octubre, [Novi &
Sofxzoth  Comite vt 5 sem >
a2Adatalson  sweten Keoomap i > hart(ctx, {
LT T — %200ecode20the (N
0I50N%20dat 24data%20%30%20§s
on_decode(ty 1 BYoAN20%20%20%20% salestabels,
2002040520 Coy cuc OChecks20if20dat {
eeEB TR o B ohowsm

oy (0° Al

Message odor documentaton

Prosy Nsory documuntaton

© Memory 35 38
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Param Miner

Tinmarino

Bup Project _nuder

few Help _ param Miner

Oastboard Repester  inder  Colaborator  Orgaier  Comparer  Secuercer  Dscoder  (PRome  logger  Exensons 0 serch @ setmge
nercent Wewsockes hsory  Matchand rpace | @ prowysetngs

7 Fitr setngs: g rage and general bary conient
a7 hox Metod | URL MME bpe  Saus Tme g Cookies
2132 o oo com feecue s 200 10421714 A 2025 oz
2131 hupdc nmino com-9103 GET  favconko WML o4 10121114A2025 498 nanz2n
21 posT e 204 17480013 Aor20zs 628 1422500102

wsow —

Request Response eeeey * 8
prory  Raw San SR B Py Raw  Hex  Render J—— ® -z
T POST /execu [ope— 1 HTTP/1.1 200 0K Guess query params 3
2 Host: Do acte scan 2 Date: Hon, 14 Apr 2025 14:12:35 GHT » v &
3 Content-Lengyh: 32 ..\ 0 - 3 Server: Apache/2.4.62 (Debian)
4 Accept-Langu 4 X-Powered-By: PHP/8.1.30 © v
5 User-Agent: SendioRepester - CE ) 5 Vary: Accept-Encoding i) B

AppleWebKit/547.36  send o Sequercer 6 Content-Length: 991 Detect scoped-SSRF ® v

Chrome/135.0. [SpS— 7 Keep-Alive: timeout=5, m; Expck scopedSSRF z
6 Content-Type: rcoded 8 Connection: Keep-A H
7 Accept Sttt 9 Content-Type; +efT/htnl; charset=UTF -8 EECTINED
3 Greem SenttoOrganzer 0 0 o
9 Referer: http:/Nct!  siowresponse n browser 11 Unkeyed param

11 Connection: keey

Record an ssue >

Const ctx =
docunent . getElementById("salesChart") .getCont
d)

faGer

input ranstormaton

13 code= Copy as Javascript Request salesData = normakised param
son0v0n0n0k P 47,1500, 18000, 20000, 22000, 25000, 23000,24 .
ering%0A%20%20%20%! 3000,30000,35000] ;

AIPADER0NOMONZE] O unc | aseer > v 1o o s s
e%20data. php%20fil( Copy URL Param Miner > Param Miner identfy header smugging mutations.
%20%20%20include’2| o o ) command (oash) WSDL Wizard N T e p——— |}
26%0K%20%26%20%20% et
5%200f%20the%200ut| Copy o fle e Y
%24datalson%20%3D%: Save item 20%20%20%2 16 const salesChart = new Chart(ctx, {
L —— de%20the%2 |17 type: “bar”,
0ISON%20data%0A%20¢ 20%30%20js 18 data: {
on_decode(%24data) - U %20%20%20% 19 labels: salesLabels,
20%20%0A%20%20%20%] Copy ot 20if%20dat 20 datasets: [{
OeRB (= 5 onnos | OB @B (m B)  orignns

Eventlog @ Alissues

[Iemmp—p—

Proxy history documentason

© Memory: 33638
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